Appendix 7: All Technology Policy
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MCW Tech nnlog}r P‘nlic}r

Introduction

This policy is binding on all staff of MACD CommonWealth [ MOW) members, Your use aff
MOW's compater networks and resonnces com prises your consent to abide by all terms of this
policy. Failure to abide by this policy's terms may result in the loss of your acesss to MOW
teschno Yiir muay aleo have additional standards that b wouir
Ve o ancy teahisolony syeicima a8 wel e addhtional couveenoes for Taling to mect i
peoliey's provisions.

General standards
MOW technobogy systems are provided to help your organization conduct agency IJl:l.:u:leu. Tiomr

e af technalogy squipment b consistent with your agency’s aetivities,
and policies. l'l-l:-'lu"i"bus:l.n.nhmr, inchading e-mail and internet acesss may rever be :El:lrlhe
falbowing purposes:

= aetivities that are illegal or of questionable legality (indding violabions nrpul:m'h.u]
viokations of law), that eonmereial or other te benefit b the
thal HImptWﬁmwﬂmmmumwam mqppmepﬂmu]'
candidates, parties or campaigns.

= o send messages, pictures, or fles, or 10 access pictures, flas ar web sites that are illegal,
pornographic, ohseene, insulting, mdst, discnminatory or offensive

w o malicioushy destroy or damage information, attempt unsuthorized aecess oo any
system, ar otherwise dissupt MOW or other parties' technology systems in any way.

Ulseers of MOW eleptronie mail system shoukd ersate messages earefully and maintain a
pridessional standard of eourtesy in both intemal and extemal masages,

Bulk e-mail to external e-mail recpients (that is, recipients cutside the MACC CommonWealth
syitem) is not supparted in MOW s environment. Bulk e-madl is defined as sending the sume
message bo 100 or more external redpients, whether in the same e-mail or spread across

mialtiple e-mails

Al information humil'buﬂ.l:}',run’\'adfmm, m'.l.'l:-l;l.'uﬂ.m MOW compiter syserm i property of
one or more of MACC CommonWealth's memmber Hnﬂ'l:fh'[ﬂ"i’q‘ll:mh.umnn
excpesctation of privacy—we have an unrestrictsd right to monitor and review any wser's activities
or files af any time

Protection of svalems

MADC CommaonWealth snbstantial investmenis in maintadning ils 'ban'hnnh:lm
The following standamds are dessgied bo profect the safety, legl np-:rul:.{n.l:uﬂmﬁﬂrtj -l;i:'

ouir Eysbems:

o all ecpuipement mist be treated securing laptops in offices (usens of
laptop are also responsible for I'Lﬂ.rp'l:lmdnd:Eul transporting the laptop ar nsing it
outside the affics)
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- H}&mmuhﬂﬂmﬁmﬂ.ﬂ'ﬂ:emﬂﬂh{muﬁmﬂﬂgyw

a oy MOW technology staff miy set up and install sqguipment, as well as attach or
configure modems ar ather communications equipment

a oo personally owned squipment may be attachesd o MOW systems exeept as authorized
by MOW technology mansgement.

Security and aceess controls
information probect by federal baw, all users must abide by system security and acesss controls.
Tlisers must be careful bo:
- tert the mofidentiality of all are geeoimtabds for all sctivitios
D oraed wades vout e st o
= protect dient confidentiality as required by law or your ageney's palicy
= pxerrise extreme core when acesssing or refaining information on portable media,
mchiading laptop hard drives, smartphases, disks, CD-ROM and DVD media, “flash®

Sysiem wsers may oot
- mﬂlukhﬂmp“nmmnfhﬂ'pﬂ'lmlmm{rpﬂmﬂ[mﬂﬂrmlhmllhﬂl
nm":p-u'm.lml;n} {r:‘l‘bﬂnp‘l:‘l:d}hrnmnl‘hu:nm"lm
a  display or keep passwonls whers they can be viewsd by others
= aftempt to view information for which they are not authorized o for which they have oo
busines parpose.

Guide to Passwords:
Effective Augnst 1, 2008, MACT CommonWealth has the following requirements for network

o st be at least six dharactens long
= st indude one or mare upper-case ketbens, one or more lower-cass lebters, and one or
e nmbers
= will change every 60 days (the system will eafores this autamatically
oy of repeat any of the thres previous passwands
"|I'|"|.-r.|.n::|:|:| “stronger” passwonls o ert the confidentiality of our information. Our
ﬂﬂmﬂﬁmﬂmn@ﬂmﬂeﬂqﬂntepmtgﬁnjmhmﬁhﬁd
mhnr:f.:munh{fmiuﬁh‘m:ﬁ}nﬁ_iuﬂuﬂing chient data pn:d:ncl:aﬂ. Irj.bul']: stafe and federal

lawe).
Tips for making this easier
Here's a simples approach you ean use o ssleet o new password that comphies with thess
meguurements:
= Selectan *r‘h:luncml::r E]: is, the name of a person, place, ete.) that
illtlurt:ﬁﬂktbﬂ'l]:mg. w:llmu:l & restpirerment (0 have both upper-cse and

kpwer-cass letters m your passwond,
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»  Add a numeral “1 b&dwmm&n mmﬁu“
numeral “2.% Youanehnﬁ o “4"to
not permit using any of wﬂ’ change, you can esther go

back to “5" or continuing increasing mbs
Pormnple.‘mhduunnedm you coukd use “Robert1” as your initial password,

followed by “Robert2® when the first password expires in 9o days. When the second password
expires, you could use “Robert3” and so on,

mmmg-rmmﬁobm&ﬁrrmmﬂ. A password that can be

Remember: “three strikes and you're out”™
When logging in to the network, be aware that:
»  Passwords are case sensitive. If you mix up the upper-case and lower-case letters, or
accidentally have the caps Jock key on, the system will not log you in.
»  If you try logging in unsuccessfully three times in a row, the system will lock your
account. You will nead to contact our help desk during normal business hours to get
if ”:;M the first make the lock key is off and
are on sure
mgmﬂ 3“ smm ltises)v‘g:ab‘thee g"
moving too fast after the first failure to dog in—be careful with your second and thind tries!
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